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Joint Press Release on Generative Al Poster

Generative Al and Privacy: the PIPC and the CNIL jointly produced a
poster to raise awareness among Al users about data protection

Following their previous joint poster “Your Data, Your Rights” on ensuring children’s and
adolescents’ right to self-determination, the PIPC and the CNIL have once again come
together. This time they aim to promote the protection of users and teenagers’ personal data
in the context of the use of generative Al services.

This joint poster “Generative Al and Privacy” is part of the ongoing cooperation between the
two authorities under their Memorandum of Understanding signed in October 2022.

‘Generative Al brings both new opportunities and challenges to adolescents around the world.

I hope that the cooperation between the PIPC and the CNIL will continue to develop into a
model case of policy cooperation in the fields of youth personal data protection and Al.”

— Kyung Hee Song, Chairperson of the PIPC

“The rise of generative Al is opening up new possibilities for our digital activities while calling

for greater vigilance regarding the use of personal data. The CNIL welcomes this renewed
cooperation with the PIPC, which reflects our shared commitment to raising public awareness
of responsible and privacy-respecting digital practices.”

— Marie-Laure Denis, President of the CNIL

As the use of generative Al continues to expand across all age groups, this new poster provides
an easy-to-understand guidance on how users can protect their personal data before, during,
and after using generative Al services.

The poster is available in three languages: Korean, French, and English, and may be translated
into other languages upon request from interested Data Protection Authorities, in accordance
with the two authorities’ pre-determined copyright guidelines.

The PIPC and the CNIL will promote and use the poster through various initiatives, including

1



online and offline distribution to middle and high schools, social networking service posts,
and events.

The two authorities have agreed to continue to strengthen international cooperation and
policy collaboration, especially to protect children’s and adolescents’ personal data in

response to changes in the digital environment, including the rapid expansion of generative
Al.

* Please find attached the posters in three languages: Korean, French, and English.
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' ' IA générative & vie privée

6 questions a se poser pour utiliser une lA

AVANT DE L'UTILISER 3
1 /4 Comment
QuellelA « * * .. protéger mes
choisir ? . données?

& T ' ® Je vérifie les parametres pour
© Je compare différents services D°|S'le creer limiter I'utilisation de mes
d'lA et je choisis celui qui données pour entrainer I'lA.
correspond le mieux a mes un compte ?
besoins, pour limiter le risque que
mes prompts soient utilisés a
d‘autres fins.

® Quand je peu, j'utilise le mode
temporaire et je désactive
o Si clest possible, je peux utiliser  'historique des discussions.

I'IA sans créer de compte.
® Je consulte la politique de 2 ® Sj je crée un compte, j'utilise
confidentialité pour comprendre un mot de passe robuste et une ’ -
quelles données sont collectées, authentification a deux facteurs
comment elles sont utilisées, et (par exemple par e-mail) quand d .
comment je peux contréler ou c'est possible.

limiter leur utilisation. -

Quelles
informations . ;
partager? Lesréponsesdel’lA
- -
sont-elles fiables ?
® J'évite de partager des informations o l'IA ;
privées ou sensibles, car I'lA pourrait ) peubse t.romper.et neisait,pas ’
en faire un mauvais usage. toujours ce qui est vrai ou faux. %‘ewﬁ
—
. . ® Je garde un esprit critique et \\ —
e Par exemple, je ne divulgue pas mon e X —/’«
nom, mon adresse, mon école, mes Jevennelesn ormations
importantes.

mots de passe, mes informations
bancaires ou mes problemes
personnels.

f -

Que faire quand
my_ = . -
j’aiterminé?

e Je relis et supprime mes anciennes conversations si c’est possible.

® Sije n'utilise plus le service, je supprime mon compte.
® Je me déconnecte toujours, surtout sur un appareil partagé.

TP HE T QI3 c N I L o

® Je recoupe les informations avec
des sources fiables.

Eeaona) Giormation COMMISSION NATIONALE Ce poster a été réalisé conjointement par les autorités de protection
Protection Commission INFORMATIQUELIBERTES des données personnelles de Corée du Sud et de France.
www.pipc.go.kr www.cnil.fr
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' ' Generative Al & privacy
6 questions to ask yourself when using Al
BEFORE USE 3

1 + 4

/4 How canl

Which Al protect my
2
shouldl data?
® | check th i limi
choose? Dolneedto NSt i e ]

. . training.
® | compare different Al services

and choose the one that best
fits my needs because it limits
the risk of my prompts being
used for other use.

create an
e If | can, | use temporary mode
accou,.t, and turn off chat history.
H
z e If possible, | can use Al
without creating an account. ’ -
e If | create one, | protect it

with a strong password and . .
two-factor authentification

such as e-mail verification if -
possible.

e | check the privacy policy to
understand what data is
collected, how it is used, and
how | can control or limit its use.

' DURINGUSE
What

- -
information ls the inf ti
S the iInTormation

should I share? -

reliable?
® | avoid sharing private or sensitive
information because Al may misuse my ® Al can make mistakes and does ’
data. not know what is true or false. ﬂgﬁﬁ s
@ For example, | hide my real name, @ | think critically and (5 _,,i‘_’a
address, school, passwords, bank double-check important
details, or personal problems. information.

e | verify information using
reliable sources.

What shouldldo
after | finish?

® | review and delete my past chats if possible.
@ |f| no longer use the service, | delete my account.
® | always log out, especially on shared devices.
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ﬁ‘%z,"s‘?gﬁ EN: I:SEN:; This poster was co-produced by the data protection authorities of South Korea and France.
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